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To consume messages from the Event Streaming, ensure you have a Kafka client library SDK.
Conduktor.io lists an extensive range of solutions for various programming languages.

As soon as you conclude that Event Streaming is a valuable asset to your project, do the following:

1. Prepare a list of IPs of your servers that will connect to Kafka.
The service is only accessible from allowlisted IP addresses. Requests from other IPs will be
blocked.

2. Contact your account manager, attaching the list of IPs.
DevOps engineers will prepare security certificates and consumer groups and forward these
data to your account manager.

When everything is settled, your account manager will send you the following data:

® Certificates required to access topics and consumer groups:
° Two.crt files
© One. key file
® Name of your consumer group. Generally, it's your project name.
® A list of topics you can consume from.
® |Ps of Kafka brokers.

After you receive all the data, you can authorize and test consumption.

Consume messages

Depending on your workflow, you can consume messages from a terminal or using a programming
language. The example below shows how to connect to Kafka broker and consume messages using ruby
-kafka.

Consume messages in Ruby

1. Create a Kafka connection instance with broker IPs, certificates, and client id.
# gem ' ruby- kaf ka'

connection = Kaf ka. new(
["BROKER 1_| P", "BROKER 2_IP", "BROKER 3_I|P"],
ssl _ca_cert: File.read(' KAFKA_CA PATH ),
ssl_client_cert: File.read(' KAFKA_CLI ENT_PATH ),
ssl _client_cert_key: File.read(' KAFKA CLI ENT_KEY'),
client_id: 'YOUR CLIENT_ID

Where:

® {BROKER 1_I P}, { BROKER 2_i p}, and { BROKER_3_I| P} — IP addresses of the
Kafka brokers that you received from your TAM.
* {KAFKA_CA} — path to the kaf ka- ca. crt file.

If your system can't process the . crt files, you can convert them to . pemby running
the following command in the terminal:

openssl x509 -in cert.crt -out cert.pem

Ensure you refer to the converted files in the Kafka connection instance.

® [KAFKA CLI ENT} — path to the kaf ka-client.crt file.

* {KAFKA_CLI ENT_KEY} — path to the kaf ka- cl i ent . key file.

® {YOUR CLI ENT_I D} — unique identifier for your project. It's used for logging,
debugging, and auditing purposes. The field is optional, yet we highly recommend
including it.


https://www.conduktor.io/kafka/kafka-sdk-list#Kafka-Client-Libraries-SDK-List-1
https://github.com/zendesk/ruby-kafka
https://github.com/zendesk/ruby-kafka

2. Connect to the consumer.

# Consunmers with the sane group id will forma Consunmer Group
t oget her.
consuner = connection. consuner (
group_id: "{CONSUMER GROUP}",
of fset_commit_interval: 5 # offsets are conmted every 5 seconds

)

Where:

® { CONSUMER_GROUP} — name of the consumer group you received from your TAM.
3. Subscribe to one of the topics.

# 1t's possible to subscribe to nultiple topics by calling
“subscribe’ repeatedly.
consuner . subscri be("{TOPI C_NAVE}")

Where:

* {TOPI C_NAME} — topic name. For example, es. { casi no_nane}.
bal ance_transacti on.
4. Consume messages. The following code logs topic, partition, offset, key, and the message body.

# This will loop indefinitely, yielding each nmessage in turn
consuner . each_nessage do | message|

puts nessage.topic, nessage.partition

puts nmessage. of fset, nessage. key, nessage. val ue
end

See the full source code of the example:

Full code example
# gem ' ruby- kaf ka'

connection = Kaf ka. new(
["kafkal://11.11.111.11:9093", "kafka://22.222.222.22:9093"],
ssl _ca_cert: File.read('kafka-ca.crt'),
ssl_client_cert: File.read('kafka-client.crt"),
ssl _client_cert_key: File.read('kafka-client.key'),
client_id: '"nmy_client_nane'

)

# Consunmers with the sane group id will forma Consuner G oup together.
consuner = connection. consuner (

group_id: "issued_group_nane", # casino_nane

of fset_commt_interval: 5 # offsets are conmted every 5 seconds

)

# It's possible to subscribe to nmultiple topics by calling “subscribe’
repeatedly.
consuner . subscri be("topi cl")

# Stop the consunmer when the SI GTERM signal is sent to the process.
# 1t's better to shut down gracefully than to kill the process.
trap("TERM') { consuner.stop }

# This will loop indefinitely, yielding each message in turn.
consuner . each_nessage do | message|

puts nessage.topic, nessage.partition

puts nmessage. of fset, nessage. key, nessage. val ue
end

Consume messages in Go


https://docs.softswiss.com/display/SCF/Kafka+topics

Here's example of message consumption using Go.

Go example
package main

inport (
"context"
"o0s
"os/signal"”
"sync"
"syscal I "
"time"

"crypto/tls"

"crypt o/ x509"

"t

"gi thub. cont Shopi fy/ sarama”

I og "github. conlsirupsen/Iogrus"
"iolioutil"

)

func NewTLSConfigFronFile(clientCertFile, clientKeyFile, caCertFile
string) (*tls.Config, error) {

/1 Load client cert

cert, err := tls.LoadX509KeyPair(clientCertFile, clientKeyFile)

if err 1=nil {
return nil, fnt.Errorf("failed to load client cert: o', err)
}
/1 Load CA cert
caCert, err :=ioutil.ReadFile(caCertFile)
if err I=nil {

return nil, fnt.Errorf("failed to |load CA cert: 9w', err)
}

cfg := newlLSConfig(cert, caCert)

return cfg, nil

}

func NewTLSConfi gFronBytes(clientCert, clientKey, caCert []byte) (*tls.
Config, error) {
cert, err :=tls.X509KeyPair(clientCert, clientKey)
if err I'=nil {
return nil, fmt.Errorf("failed to build key-pair cert: %', err)
}

cfg := newlLSConfig(cert, caCert)

return cfg, nil

}

func newTLSConfig(tlsCert tls.Certificate, caCert []byte) *tls.Config {
cfg := tls.Config{}

cfg.Certificates = []tls.Certificate{tlsCert}
cfg.lnsecureSki pVerify = true

caCert Pool := x509. NewCert Pool ()
caCert Pool . AppendCert sFronmPEM caCert)
cfg. Root CAs = caCert Pool

return &cfg

}

type KafkaConfig struct {
ClientlD string “env: "KAFKA_CLIENT_I D"
Br oker s [1string “env: " KAFKA_BROKERS" "


https://go.dev/

}

Groupl D string “env: " KAFKA_GROUP_I D'

Aut oOf f set Reset string “env: " KAFKA_AUTO OFFSET_RESET""
AutoCommi tInterval tine.Duration " env:"KAFKA AUTO COMM T_| NTERVAL" "
SSLEnabl ed bool “env: " KAFKA _SSL_ENABLED""

SSLd i ent Cert string “env: " KAFKA SSL_CLI ENT_CERT""®
SSLd i ent Key string “env: " KAFKA_SSL_CLI ENT_KEY"®
SSLCACer t string “env: " KAFKA_SSL_CA CERT""

Topi cs [I1string

Ready chan bool

func NewKaf ka() *Kaf kaConfig {

}

return &Kaf kaConfi g{
CientID "ny_client_nanme",
Brokers: []string{
"1 ocal host : 9092",

H

G oupl D "i ssued_group_nane",

Aut oOF f set Reset : "latest",

Aut oCommitInterval: 10 * tine. Second,

Topi cs: [Istring{"topicl", "topic2"},
Ready: make(chan bool),

func (k *Kaf kaConfig) Connect() func() {

kaf kaCf g : = sarama. NewConfi g()
kafkaCfg.ClientID = k.CientID
switch k. Aut oOf f set Reset {

case "largest", "latest", "newest":
kaf kaCf g. Consuner. Of fsets. I nitial = saram. O f set Newest
case "smallest", "earliest", "ol dest":
kaf kaCf g. Consuner. Offsets. Initial = sarama. O f set A dest
}
kaf kaCf g. Consuner. Of f set s. AutoConmi t. Enabl e = true
kaf kaCf g. Consuner. Of f sets. AutoCommit. | nterval = k.AutoConmi t| nterval

if k.SSLEnabl ed {
t1sCfg, err := NewTLSConfi gFronFil e(
k. SSLCl i ent Cert,
k. SSLO i ent Key,

k. SSLCACert ,
)
if err I'=nil {

log.Errorf("failed to init TLS config: %", err)
}

kaf kaCf g. Net . TLS. Enabl e true
kaf kaCf g. Net. TLS. Config = tlsCfg

}
client, err := sarama. Newd ient (
k. Brokers,
kaf kaCf g,
)
if err I=nil {
log.Errorf("failed to init kafka client: %", err)
}
consuner Goup, err := sarama. NewConsumer G oupFronC i ent (k. G oupl D,
client)
if err I=nil {
log.Errorf("failed to init kafka consumer group: %", err)
}
ctx, cancel := context.WthCancel (context.Background())
wg : = &sync. Wit G oup{}
wg. Add( 1)
go func() {
def er wg. Done()
for {

if err := consunmer Goup. Consunme(ctx, k.Topics, k); err !'=nil

{



/1 \When setup fails, error will be returned here
log.Errorf("Error fromconsumer: %", err)
return
}
/1 check if context was cancelled, signaling that the consuner
shoul d stop
if ctx.Err() '=nil {
log. Println(ctx.Err())

return
}
k. Ready = nmake(chan bool)
}
O
<- k. Ready
I og. I nfol n("Sarama consuner up and running!...")

/1 Ensure that the nessages in the channel are consuned when the
systemexits
return func() {
I og. I nfo("kaf ka cl ose")
cancel ()
wg. Wai t ()
if err = consunerGoup. Close(); err !'=nil {
log.Errorf("Error closing client: %", err)

}

/1 Setup is run at the beginning of a new session, before Consuned aim
func (k *Kaf kaConfig) Setup(session sarana. Consunmer G oupSessi on) error {

I og. I nfo("setup")

/1 session.ResetOFfset("topicl”, 0, 13, "")

I og. I nfo(session.dains())

/1 Mark the consumer as Ready

cl ose(k. Ready)

return nil

}

/1 Cleanup is run at the end of a session, once all Consunmed aim
goroutines have exited
func (k *Kaf kaConfig) C eanup(saranma. Consuner GroupSession) error {
I og. I nfo("cl eanup")
return nil

}

/1 Consumed ai m nust start a consumer |oop of ConsunerGoupCains
Messages() .

func (k *Kaf kaConfig) Consuned ai n(session saranma. Consuner G oupSessi on,
cl ai m saranma. Consuner G oupd ai n) error {

/1 NOTE:
/1 Do not nove the code below to a goroutine.
/1 The “ConsuneClaim itself is called within a goroutine, see:
/'l <https://github. con Shopi fy/ sarana/ bl ob/ mast er/ consuner _gr oup.
go#L27-L29>
/1 Specific consunption news
for nessage := range clai m Messages() {
log.Infof ("[topic: %] [partiton: %] [offset: %] [value: %] [time: %
vt
message. Topi ¢, nmessage. Partition, nmessage. O0ffset, string
(nessage. Val ue), nessage. Ti nest anp)
/1 Updat e displ acenent
sessi on. Mar kMessage( nmessage, "")
}
return nil

}

func main() {
k := NewKaf ka()
c := k. Connect ()

sigterm: = nmake(chan os. Signal, 1)



signal . Notify(sigterm syscall.SIANT, syscall.SIGTERM
sel ect {
case <-sigterm
log. Warnln("term nating: via signal")
}
c()

Offset management

Consumer offset lets you resume processing messages after the consumption stops. For example, the
event consumption can crash due to a network abruption. While the consumer is unresponsive, Event
Streaming can still produce events. If other members of the consumer groups don't know the last offset
committed before the crash, they start processing messages from the newest message. That's where a
data gap can occur.

To avoid data loss, you must manually commit offsets in code or configure auto-commits based on
particular periods. In this case, every consumer will checkpoint its position, so other consumer group
members can resume from the last commit when another member crashes.

Via the aut 0. of f set . r eset setting (depending on the solution you use, the setting name varies but
the main idea remains) of the Kafka consumer, you can define whether to consume from the beginning of
a topic partition or to consume new messages only if there's no initial offset for the consumer group.

In the Go example above, the following block is responsible for this:

switch k. Aut oO f set Reset {

case "largest", "latest", "newest":

kaf kaCf g. Consuner. O fsets. Initial = sarama. O f set Newest
case "smallest", "earliest", "ol dest":

kaf kaCf g. Consuner. Of fsets. I nitial = sarama. O fset d dest

We recommend setting the Of f set Ol dest value to consume from the beginning of the topic. This way
you'll read all messages and not only those from the connection moment. It's especially crucial for the Exp
ort topic.

Important
1

It's crucial to commit offsets in the production environment. As for the test environments, it's up to you to
commit offsets there or not.

Enable auto-committing

As a rule, third-party services automatically commit offsets. Depending on your tool, enabling auto-
commits varies. Check an example of enabling auto-commits in Go:

kaf kaCf g. Consuner. O f set s. Aut oConmmi t. Enabl e = true
kaf kaCf g. Consuner. Of f sets. AutoConmi t. | nterval = k.AutoConmi t| nterval

If you use another solution, refer to its documentation for more details.
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